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v 2021-Dec Release Notes

2021128168  A2ure Application Insights Java - Remote Code . ) Additional Infor1 Security Update ~ CVE-2021-44228

SDK Execution

20212125168 Azure Data Lake Store Java tool - E;:ﬁffoﬁsde Critical Additional Infon  Security Update ~ CVE-2021-44228



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Windows

Search Results

There are 9534 CVE Records that match your search.

Name
CVE-2021-45459
CVE-2021-45100

CVE-2021-44554

CVE-2021-44548

CVE-2021-44230

CVE-2021-44203

CVE-2021-44202

Description
lib/cmd.js in the node-windows package before 1.0.0-beta.6 for Node.js allows command injection via the PID parameter.

The ksmbd server through 3.4.2, as used in the Linux kernel through 5.15.8, sometimes commmunicates in cleartext even though encryption has
been enabled. This occurs because it sets the SMB2_GLOBAL CAP_ENCRYPTION flag when using the SMB 3.1.1 protocol, which is a violation of
the SMB protocol specification. When Windows 10 detects this protocol violation, it disables encryption.

Thinfinity VirtualUI before 3.0 allows a malicious actor to enumerate users registered in the OS (Windows) through the /changePassword URI.
By accessing the vector, an attacker can determine if a username exists thanks to the message returned; it can be presented in different
languages according to the configuration of VirtualUI. Common users are administrator, admin, guest and krgtbt.

An Improper Input Validation vulnerability in DatalmportHandler of Apache Solr allows an attacker to provide a Windows UNC path resulting in
an SMB network call being made from the Solr host to another host on the network. If the attacker has wider access to the network, this may
lead to SMB attacks, which may result in: * The exfiltration of sensitive data such as OS user hashes (NTLM/LM hashes), * In case of
misconfigured systems, SMB Relay Attacks which can lead to user impersonation on SMB Shares or, in a worse-case scenario, Remote Code
Execution This issue affects all Apache Solr versions prior to 8.11.1. This issue only affects Windows.

PortSwigger Burp Suite Enterprise Edition before 2021.11 on Windows has weak file permissions for the embedded H2 database, which might
lead to privilege escalation. This issue can be exploited by an adversary who has already compromised a valid Windows account on the server
via separate means. In this scenario, the compromised account may have inherited read access to sensitive configuration, database, and log
files.

Stored cross-site scripting (XSS) was possible in protection plan details. The following products are affected: Acronis Cyber Protect 15
(Windows, Linux) before build 28035

Stored cross-site scripting (XSS) was possible in activity details. The following products are affected: Acronis Cyber Protect 15 (Windows, Linux)
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NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES SEARCH AND STATISTICS

by: ublish Date Descendin %
Q, Search Results (refine search) Sort results by: ~ Publish Date Descending  ~ [JEER

Search Parameters: There are 9,970 matching records. 2 3lalslel7l8lalil»]|an

e Results Type: Overview Displaying matches 1 through 20.

e Keyword (text search): Windows
e Search Type: Search All
e CPE Name Search: false

Vuln ID Xk Summary @ CVSS Severity £[&
CVE-2021-3622 A flaw was found in the hivex library. This flaw allows an attacker to input a specially crafted Windows Registry (hive) V3.x:(not available)
file, which would cause hivex to recursively call the _get_children() function, leading to a stack overflow. The highest V2.0:(not available)

threat from this vulnerability is to system availability.

Published: +—__ 43 23, 2021; 4:15:08 ~“ -0500
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2017 2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
"3 A03:2021-Injection

[New) A04:2021-Insecure Design

A05:2021-Security Misconfiguration
— A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
[Mew! A0B:2021-Software and Data Integrity Failures

> A09:2021-5ecurity Logging and Monitoring Failures*
(New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

AD1:2017-Injection
AD2:2017-Broken Authentication
A03:2017-Sensitive Data Exposure —
A04:2017-XML External Entities (XXE)

A05:2017-Broken Access Control

A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)

A08:2017-Insecure Deserialization

A09:2017-Using Components with Known Vulnerabilitles
A10:2017-Insufficient Logging & Monitoring
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Windows Security
and Hardening

Secure and protect your Windows environment from intruders, malware

attacks, and other cyber threats

Mark Dunkerley and Matt Tumbarello

Mobile Application Management 132
Windows enrollment methods 133

Introducing Microsoft Endpoint
Manager 134

Summary 138

Section 2: Applying Security and Hardening
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Hardware and Virtualization

Technical requirements 142
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virtualization 143
Microsoft virtualization 144
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Virtualization security concerns 153
Cloud hardware and virtualization 154

Introduction to hardware

certification 154
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Secure Boot 158

Unified Extensible Firmware Interface 159
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UEFI Secure Boot 160
Trusted Platform Module (TPM 2.0) 162
Advanced protection with VBS 164
Credential Guard 166
Device Guard 171

Windows Defender Application Guard 175
Hypervisor-Protected Code Integrity 177
Windows Defender System Guard 180

Hardware security
recommendations and best
practices 182

Summary 182
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Technical requirements 186
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Second Edition
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}“!L,"\\ Z/ \ﬁ%ﬂﬁ%% (Auditing system services)

systemctl

sudo systemctl -t service --state=active
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e iR 5 -netstat

Bt R4 _EHT E’Jﬁﬂﬂ’lﬂﬁi‘iﬁﬂ’l
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sudo netstat -lp -A inet

-| IEE B IERY4A R I8 display listening server sockets
-p display PID/Program name for sockets

-A inet R & inet XIERHERERN (raw,tcp,udp)

List of possible address families

inet (DARPA Internet) inet6 (IPv6)...

sudo netstat -Ip -A inet6

£ o /2 EFJL-EE% AR EARRVBRRRET



eric@rocketchat:~5

eric@@rocketchat:~5 netstat -1lp -A inet

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address 1 Address State
0 0 localhost:domain L0.0.0:%* LISTEN
0 0 0.0.0.0:8382h =% LISTEN
0 0 0.0.0.0:3000 .0.0.0:%* LISTEN
0 0 localhost:27017 L.0.0.0:%* LISTEN
0 0 localhost:domain i *

eric@rocketchat:~5 sudo netstat -1lp -A inet
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address 1 State PID/Program name
0 0 localhost:domain .0.0.0: LISTEN 680/systemd-resolve
0 0.0.0.0:s3sh .0.0.0: LISTEN 7158/s3shd: /usr/sbin
0 0.0.0.0:3000 .0.0.0: LISTEN 1280/node
0 localhost:27017 .0.0.0: LISTEN 894 /mongod
0 localhost:domain .0.0.0: 680/systemd-resolve

eric@rocketchat:~5 sudo netstat -1lp -A ineté6
Active Internet connections (only servers)
Proto Recv—-Q Send-Q Local Address Fore
tcpo 0 [::]:http He
tcpo [::] :3sh [::]
[::]
[::]

ign Address State PID/Program name

g

e LISTEN 7106/caddy

T * LISTEN 758/3shd: /usr/sbin
e LISTEN 106/caddy

*

: 7 ©78/systemd-network

]
tcpb [::] :https
]

rawo 0 [::
eric@rocketchat:~$

:1pve—-icmp




WhatPortls https://whatportis. com

BIENF I E D _E B9 netstat T4l Hport 27017

WhatPortls Browse Ports Submit New Port Packet Captures Statistics Blog

mongoDB server port

Unofficial il Un-Encrypted I App Risk @ Packet Captures B % Edit / Improve This Page!

mongoDB server port

mongoDB server port

& 339 Position ¥ 1 Contributor (@ 6,642 Views

Tags:
External Links: None yet...

Search

e.g. HTTP or 80 Q

Recent Searches
'27017' - 1 ports found 1 secand ago
'20' - 1 ports found 1 minute ago
'25' - 1 ports found 1 minute ago
'443' - 1 ports found I minute ago
'8086' - 2 ports found 2 minutes ggo e
More stat's here! ..
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i 2 Mk 5 —netstat B

< C' @& openmaniak.com/index.php
iF {6 4 22 -
netstat P -Ainet WELCOME TO OPENMANIAK !!! f-‘Si‘Z-S‘ii i/?;sors

. THE LEADER IN OPEN SOURCE NETWORK AND SECURITY TUTORIAL. 4'218'042 Pages

netstat -np -A inet

Home -+ Nov 2010 Stats

N e
Please check our page about COVID-19!! g
ers about Coronavirus.

Tutorials

) Open Source

: . MysQL
Networking ySQ : page sur la COVID-19 1!

227 questions et réponses sur le Coronavirus. - Help us translate
0s our tutorials!

Php Scripts -+ JOIN the

OPENMANIAK WORLD OM TEAM
We offer: WIDE - Director:

Blaise Carrera

- A selection of the best open source I ] ] el Bl (@] [0 1 - Tutorials creation:
tools. OdENDE~ECE B Blaise Carrera

-+ Easy step by step tutorials. Check OpenManiak -+ Translaters:

- Multiple translations. Translations I 1 Giovanni Fredducci
- A community spirit. B2 Angel Chraniotis

(B EIR] 01N the Tear 11 = foham. H. Karvan
https://openmaniak.com/netstat.php
THE LEADER IN OPEN SOURCE NETWORK AND SECURITY TUTORIAL.



https://openmaniak.com/netstat.php

iz R ik f5-Nmap

netstat IF R &f - (B2 HE/NREZE
MRCBE R ZRE EEa-
#% . ABEE NmapTh 2R ZEN T E
[Z ]

sudo apt install nmap

(2651

nmap -v -A scanme.nmap.org

nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -iR 10000 -Pn -p 80

INVAZANIRHE CB—a W BeER

% 1

CEETTERTS - B2 AREAS

-V:Increase verbosity level (use -vv or more
for greater effect)

-A: Enable OS detection, version detection,
script scanning, and traceroute

-SN: TCP Null, FIN, and Xmas scans
-IR <num hosts>: Choose random targets

-Pn: Treat all hosts as online -- skip host
discovery

-p <port ranges>: Only scan specified ports



iR M k5 -Nmap

[#RE]
sudo nmap -v-A 127.0.0.1

(2%
Nmap B 4

https://nmap.org




etz il #%-OpenSCAP

Security Content Automation Protocol(SCAP) FH 3= B Bl 2% 12 2 EA 455 filg iff 25 Fix
(NIST)HIE - EEHARKELZEZMNR{CTER « BCERMNERICETEE

MOpenSCAPTL Z IR ETESCAP LE - B
Security profiles /Security guides/Security templates/SCAP workbench

https://www.open-scap.org/

Documen tation Support Contribute

® openscap

Features Security Policies Tools Resources Getting Started User Manual Download

Introducing the OpenSCAP Portal

Discover a wide array of tools for
managing system security and standards
compliance.

Getting Started




etz il #%-OpenSCAP o

@ ssg-debian8-ds.xml - SCAP Workbench — O X
[Ubuntu Z4%] ——
Title Guide to the Secure Configuration of Debian 8

sudo apt install openscap-daemon ssg-applications Customization NS SIagad .
Ssg-base SSg-dEb|an SSg-dEbdenved Ssg-nondeb|an Profile Common Profile for General-Purpose Debian Systems (36) ~ | Customize

Target Local Machine @ Remote Machine (over SSH)
. 4 User and host |eric@chat.hcc.edu.tw | Port |22 $| eric @chat.hcc.edu.tw:22 v
ol
[WindowsZZ= SCAP Workbench] . I
ules xpand a

htt ps ://WWW' O p e n -Sca p * O rg/to O | S/S Ca p_ » Verity that local System.map file (if exists) is readable only by root 2
WO r k b e n C h/#d OW n I O a d v Verify Permissions and ownership on shadow File

To properly set the permissions of /fete/shadow, run the command: $ sudo chmod 0640 /etc/shadow
To properly set the owner of /etc/shadow, run the command: $ sudo chown root /ete/shadow To
properly set the group owner of /etc/shadow, run the command: $ sudo cherp shadow /etc/shadow

» Verify Permissions and ownership on gshadow File

» Verify Permissions and ownership on passwd File

» Verify Permissions and ownership on group File

» Disable Core Dumps for SUID programs

» Enable Randomized Layout of Virtual Address Space
»  Ensure /tmp Located On Separate Partition

» Ensure /var Located On Separate Partition v

0% (0 results, 36 rules selected)

[ ] Dryrun [ | Fetch remote resources | | Remediate Scan



w2 RF5-Security Checklist ™

HHS.gov

Security ®
Standards Council

Health Information Privacy

HIPAA checklist
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersec
urity/index.html

PCI-DSS checklist
https://www.pcisecuritystandards.org/
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Host
* Microsoft Defender Firewall
* Linux iptables

Network
* MikroTik Firewall
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10100/ 1000

?? o ) o i

W zomire
RS EiH
USG1100 @ Expired IDP Signature
$1421L.35530213

@ Not Licensed Anti-Virus
@ Not Licensed Anti-Spam

@ Not Licensed Content Filter

MAC fri-85E: 4C:9E:FF:85:1E:2B ~ 4C:9E:FF:85:1E:32

EE V4 15(AAPK 2) / 2016-03-31 18:59:34

@ Enabled ADP

sEREE 50/days, 23:42:01 @® Enabled Security Policy Control
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E*ﬁVPNH&%% L2TP over |PSec VPN Server

» Z A VPNAR#% L2TP over IPSec VPN Server
1.2 3 VPN 498 (47T s A 3.4 ¢9DHCP44 )

/ip pool add name=vpn pool ranges=10.0.0.1-10.0.0.100
2.3 31 4 L2TP 1% A &9 profile

/ppp profile add local-address=192.168.88.1 name=12tp_profile remote-
address=vpn_pool use-encryption=required

= [3%] local-address ] 2 f £ 4 Local IP
3.7 3 L2TP 2 4 A &) Mk 37 %5 45

/ppp secret add name=tkj; password=% 25 profile=12tp_profile service=12tp
4.1 %) L2TP Server

/interface 12tp-server server set default-profile=12tp_profile enabled=yes ipsec-
secret=#}4g use-ipsec=yes

8.5l B K s

/1p firewall filter add chain=input action=accept protocol=17 dst-
port=500,1701,4500
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Z=RESERZE ( edge computing ) 52 1E#2
High-Speed Web-based Traffic Analysis and Flow Collection
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DHT22Eiim 22 8 BRIER - BURI2C
16x2 LCDZ /&R °
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Down:
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Tiknovwn:
Notes:
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mO7-CR$328-1 - Device = E
General Polling Services Outages Snmp RouterOS lHiswry Tools
Interface ‘Ip Route Arp Package File Neighbor Registration Table Simple Queue Dhep Lease
<] & &S
Name /| Type MTU |TxBps [RxBps [TxPps |RxPps | Notes
bridge bridge 0 382k.. 454k.. 1 4
e T B0 283k D3k 2 % [ Eonw ]
ether ethernet 3k D3
etherl ] ethernet 1500~ Obps  Obps 0 0
ether12 ethernet 1500 0 bps 0 bps 0 0
ether13 ethernet 1500 0 bps 0 bps 0 0
ether 14 ethernet 1500 0 bps 0 bps 0 0
ey 300 T ot 0 6 ____‘L“k
ether ethernet DS DS
ether17 ethernet lggg 4.'?60k].>.. g Ebs g 8 Unack
ethernet 1 DS DS
R A
B &) KDps. - e, 5
eﬁemet 1288 53;711:]) wa  Settings 3
ethernet 8 DS .
sthernet 1500 476 k.., | % Disable 0
ethernet 1500 476 k... 1.26k... 1
ethernet 1500 0 bps 0 bps 0 0
ethernet 1500 193 k... 2.14k.. 11 4
ethernet 1500 25 kbps 1.68 k... 10 3
ethernet 1500 18.2k... 1.12k... 9 2
ethernet 1500 25 kbps 1.68 k... 10 3
& Link O X
sfp-sfppl .
ooyl General History |
sfp-sfppl
sfo-sfopl [ Graph Bit Rate Cancel
| ~Export ‘ Zoom: Ll 00 0D [ e
30 Mbit/s -m
25 Mbit/s Remove
|
20 Mbit/s
15 Mbit/s
10 Mbit/s
5 Mbit/s
|
Obit/s ‘il_ |
Now/20 06:00 Now/20 12:00 Now/20 18:00

@ sl (2) @ mO7-Firewall(CCR 1009) tx @ =fpl (2) @ mO7-Firewall(CCR 1009) rx
< >

2

List Tree RoutiOS | Types Mac Mappings
Device |Group Wireless Registration Simple Queue
M\Q“uu\ | vUpgrade

HIE

Map:l all vl E

Name /| Status |Version  |Architecture |Board - |Upgrade Status jPackages
[ Ve @ m07-CRS226-1 ok 6432 (s.. mipsbe CRS226-24G-25+ routeros-mipsbe
& (7 m07-CRS326-1 ok 6434 (s.. am CRS326-24G-25+ routeros-am
I & (7 mD7-CRS3262 ok 6434 (s.. am CRS326-24G-28+ routeros-arm
P @ m07-CRS326-3 e Device Settings 4 (s.. amm CRS326-24G-25+ routeros-am
& (7] m07-CRS328-1 4 (s.. am CRS328-24P-45+ rouferos-am
P« () m07-Fiewall(CC.. Show On Map 4 (s.. tile CCR1009-8G-18... ups, dude, routeros-tile
I« (3 m07-RBUI00AHH | Tools > o Ping ntp, ups, dude, vser-manager, routeros-anm
oon  Settings & Traceroute
Upgrade > @  Snmpwalk
Force Upgrade > Terminal
Reconnect & Remote Connection
t Torch
2]  Bandwidth Test
Spectral Scan
O Telnet
0O web
& Torch mO7-Firewall(CCR 1009) — [} X
- General - Filter ’TI
130 Wl i 7-Firewall (CCR 1009) Eth Protocol: ;I - Im
Interface: [sfp-stpplusl ~| Van ID: ~|a ’—|C1m
pvonge: [ERES] 1::)5 - IP Protocol: |-
ls 25 S5s 10s 155 30s 1m Sre Address: [0.0.0.00 =
- Dst Address: [0.0.0.00 -
Port: |38 vl a
Dscp: -
Cpu: -

Table Pie

Total Bytes

Bar
Eth Protocol  Ip Protocol VlanID Src Address | §pc Port Dst Address Dst Port

@D 0.0.00-175K

@ 120106167.39-4.29 K
@ 192.168.88.104-143 K
@ 192168 88.201 - 8.62 K
@ other-9.17 K

@ 0000-20
@D 120.106167.39 - 6
@ 17216.3.201-5

@ 192.168.88.104 - 202

@D other- 8

@D 0.000-868K
@ 172.16.3.201- 242K

@D 192.168.88.104-72.6 K
(@D 192.168.88.201 - 451 K
@ other - 5.56 K

@D 0.0.0.0-117
@D 120.106.167.39 - 3
@ 172163.201-3

@ 192.168.88.104 - 101

@D other-5

@ 0000-884K

@ 120106167.39-21K
@ 192168 88.104-70.3 K
@D 192168 88.201-411 K
@ other-3.38 K

Tx Bytes

@ 0.00.0-124

@D 120.106.167.39 - 3
@ 172.163.201- 2
@D 102.168.88.104 - 101
@D other- 3
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Name

beep

GMal Notification
Telegram

flash

log to syslog

log to events
popup

Type

beep

email

execute on server
flash

log

log

popup

=281 1 -

yal

il
Delay: |v| |) . : .
0 > 0 3
(1]
Repeat Interval: | MEIEI ~ .‘J

N
Repeat Count: |1 - |)|

On Status; | v

@ New Notification
Genersl Schedule Advanced

] . 1 Ak

T ) T ) T ) T T
a1 2 4 (] 5 10 14 1 25
Name
acked -= down
acked -» unstable
acked -» up
down -> acked
down -> unknown
v down-:up
wnknown -> down
unknown -» unstable
wnknown -> up
unstable -» acked
unstable -> down
unstable -» vnknown
unstable -»> up
v up->down
up -» unknown
up -= unstable

L R

wl FEBE T

&hats ot

+¥12:45
R X AR S @ AN

LCVIVC. VWO LCULUIL.CUUL.LVY DWULUD.UNM 575 DL

Nov/17/2018 17:15:14
Device:weteach.edu.tw Status:up .5 oy

Nov/18/2018 04:54:45 Device:1#F1E]/)\
Status:down

4:54 AM

Nov/18/2018 09:23:47 Device: /Bl [ ] 5

Status:down 9:23 AM

Nov/18/2018 11:39:35 Device:1#F1EH/)\
Status:up

11:39 AM

Nov/18/2018 11:48:37 Device: Bl & 5
Status:up

11:48 AM

Nov/18/2018 14:20:10 Device:F F1EH/)\

Status:up 2:20 PM

Nov/19/2018 01:07:57
Device:sso.cloud.edu.tw Status:down

1:07 AM

Nov/19/2018 01:12:57

Device:sso.cloud.edu.tw Status:up ;.15 4

Nov/19/2018 09:21:34 Device: 52 A F &
Status:down

Q:21 AM

=\ 71\
/ (\\

L/

—

96% (@mm)

¥

Telegram



KA Telegram Bot {&iEE[RFAAN

Z#Telegram APP I §878 R - B2 @BotFather ¥155 #£ 17 Bot

/help
/newbot

HV18 Bot HToken 1B 140 548196238:AAFOrXUsakgZIRmsgsC_LWqfVVTgwS1U65A
PH3% RYUA Bot WX —AIFH R
AMA NFJURL BY4Z chat_id BI40 614626675
https://api.telegram.org/bot[Bot HIToken]/getUpdates
FIEHE
https://api.telegram.org/bot[Bot HIToken]/sendMessage?chat_id=[Chat_id]&text="sl ERNE" keep-
result=no

28 ABBTEZE keep-result=no

(5 40]
/tool fetch url="https://api.telegram.org/bot[Bot FToken]/sendMessage\?chat_id=[Chat_id]&text=
B fE):[Time] 521 : [Device.Name] AR B&:[Service.Status] keep-result=no"
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[EFE: RS v

H) Administrator v

T14tEleR[RouterBoard][Cirtical_Alarm] t74tEldh[RouterBoard][Critical Error B> #olE)

15
Name

[RuterBoard][Critical Error
BT

v Last 24 hours

Select School

all

*[RouterBoard][Critical Error £R513K]

Name =
PribE
A= )

Hh B
(7] B8 /)
PR

Hré

oL

Device_|P =
163.19.13.254
163.19.76.254
163.19.83.254
163.19.93.254
163.19.77.254
120.106.187.126
163.19.14.254

163.19.96.254

SIS

_time & 2 Description *

2018/11/21 00:22:02 d dhep,critical,error dhep alert on bridgel:
= discovered unknown dhcp server, mac
00:17:16:0E:4F:B4, ip 172.16.0.254

Ul:ﬁ“*

AmiEE PEL ~
W

2018/11/20 23:21:39 it dhep,critical error dhcp alert on bridge
i discovered unknown dhcp server, mac
00:17:16:0E: 4F:B4, ip 172.16.0.254

lzu ]
2018/11/20 22:20:51 Tk dhep, critical error dhep alert on bridgel: e
it discovered unknown dhcp server, mac
00:17:16:0E: 4F:B4, ip 172.16.0.254
2018/11/20 21:20:14 it dhep,critical error dhcp alert on bridgel
% p discovered unknown dhcp server, mac
00:17:16:0F:4F:B4, ip 172.16.0.254
2018/11/20 20:19:31 {d dhep, critical,error dhep alert on bridgel:
ieh discove nown dhcp server, mac
00:17:16:0E:4F:B4, ip 172.16.0.254
other (3)
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EH{EE * Proxmox

X PROXMOX vrua Envemani524. <. 8 ovamenar

Server View Datacenter © Help
= Datacenter (PVE) ~ a N
Search
Eb pve
B pve? & Summary
Eb pves £ Cluster Resources
ved
% P ® Ceph
i pves CPU Memory Storage
Bl pveb £ Options
100 (Moodle- S Storage
ﬁ 113 (M3-HAF Backup
200 (M3-XX)
205 (M3.25) || = Replication 2% 36% 6%
206 (M3-26) o' Permissions
700 (Labmed a Users of 144 CPU(s) 226.46 GIB of 627.79 GIB 7.37TiBof 123.85 TiB
220 (Moodle-
o & API Tokens -
404 (bbb4-16 Nodes (@)
405 (bbb5-16 & Groups
Name D Online | Support Server Address CPU usage Memory usage Uptime
406 (bbb6-16 ® Pools
G 450 (CU-163. . pve 1 v - 16 1 5% 70% 29 days 15...
LB 451 (Scalelite pve2 4 v - 16 2 1% 25% 29 days 15..
ol 604 (M3-24) % Authentication pve3 3 v : 16 3 4% 02% 26 days 07
Lk 605 (M3-25) o« HA pved 2 v = 16 4 1% 64% 52 days 22...
606 (M3-26) # ACME pves 5 v - 16 5 3% 23% 29 days 15...
CUNVMAOEE o Frowal pet 6 v - 16 6 1% 36% 29 days 15
615 (VMB15)
701 (Jitsi-163 © Support
9000 (VM 801 Subscriptions
=[INAS167 (pvi v -

Cluster log

Start Time .| End Time Node User name Description Status

. -
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ARP(Static Bind)
Hotspot(Account,|P,MAC)
DHCP (Static Lease by MAC -~ Alert)
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VPN(L2TP ~ Radius)
Firewall Rule(by Time Schedule)
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NAT(IP &%)
DNS(Cache)
Web Proxy (#4815 %E mll)
Firewall (L7 Rule &5 A~ = FEFH)

Queue (ME=EETE)
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Scheduler(HEAZ H1TScripts)

£he =

WOL(EnBE

- IREEE )

Z it {5 17 (backup+ftp or email)
Logging(remote syslog)
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AR EERR
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Loop Protect(Z8 & R &)
DHCP Snooping(Ff LEJE)ZDHCP)
Hotspot(_ A 22 IR 5% 53 55

Log(

% /HH Log').%\ 1% )
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The Dude(+Syslog Service)
RoMON (Winbox by RoMON Agent )
ROS _command

SNMP
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MikroTik (ROS * CPIES)

Open Source (Bigbluebutton * rocket.chat *
Proxmox ~ LibreNMS.... )
Community(fL & [E¥F.... )






